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A Linux system is composed of several software
components very different from each other. Free or cheap
debuggers are generally used for one of these components,
but not for others, and require the user to wade through
different debugging techniques not homogeneous.

The aim of the presentation is to Illustrate how a
professional system Lauterbach TRACE32™ enable
debugging of each linux component, from uboot to the
kernel, modules and dynamic libraries, from processes to
threads: a total view of the system, with a single debugger,
In the same debugging session.
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Linux debugging, the problems
Linux system components
In modern embedded systems, more and AEpieao
more frequently developers use operating [N TR .
systems, Linux is one of the most open

source kernel used.

An embedded system based on Linux — i
poses several problems from the point of EE SRS
view of debugging, as it consists of many T T~

different elements, and has advanced ol Rl RN
features that complicates the live of the S

debugger, _such as on-demand paging, Brrrrak el T e
and dynamic MMU management. /

—_———
(@ USB Driver

Instrumentation,
printk, printf,
kgdb gdb..

<G>
gx/
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The debugger free or cheap are generally
used for one of these components, but not for
others, and require the user to wade through
different debugging technigues and frequent
recompilation.

console,
ethernet,
serial port
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Linux debugging, a unigue solution

A professional system Lauterbach TRACE32 enable debugging of each linux
component, from uboot to the kernel, modules and dynamic libraries, from processes
to threads.

_ _ _ _ Linux System
TRACE32 PowerView gives an immediate and

complete view of the entire system with a single 1'
debugger, in the same debugging session, both : 3
In stop-mode and run-mode. o 1'

Window Help —

Display Tasks

Display Modules kel’nel

modules
drivers

Display File System 4

Process Debugging r Load Symbols...

Medule Debugging Delete Symbaols...

]
Library Debugging » Debug Process on main...
3

Watch Processes

A3A3233333313
Symbol Autolcader

Scan Process MMU Pages...
Scan All MMU Tables

uboot

Display Kernel Log

TFPFEFEFYF

Linux Terminal

Configure Terminal...

xloader

Generate ramdump

Help Linux Awareness
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Linux debugging, what you need:

To debug a Linux system with TRACE32 you need:

Your computer Your TRACE32 Your Target

* PC Linux or Windows A PowerDebug HW + JTAG Target with a JTAG port
* Your linux application debug cable for your chip. An Architech Tibidabo

: M_AQ in thi Board based on Freescale
e TRACE32 PowerView SW A Cortex™-A9 in this example IMX6 Quad

= Note: application and kernel must be compiled with debug symbols!

LAUTERBACH A
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Linux debugging, connection

The only physical connection to the target, required for debugging, is the JTAG
port. TRACE32 has full target control since power-on reset.

PowerDebug JTAG debugger

Ethernet
or USB
link

-
-
=
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
g
0
v

Powerview debugger

TRACE32 can debug a Linux
system already stored in flash, or
just load a new kernel into
execution memory and start it. {arget board Thbidabo iMX6

LAUTERBACH A
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Debugging linux components: booting

Enabling the debugging session TRACE32 can take control of the cpu since the
boot and show the program in memory, usually stopped at entry point

£ [BxData ListASM] =R|E=H =5
| Mstep | B over | ¥ Next | q-" Return || @ up | P Go | M Break ]Lﬂ Mode | Find YOU can |Oad SymbO|S
addr/1ine |code label mAemonic comment
SR : 87FO0EF4 0001200 ded  0x1C200 A » to debug the bootloader
E9/D40F0  start_armboot: stmdb  rl13!,{rd4-r7,rl4}
SR:87FO0EFC [E59F41BC Tdr r4,0x87F010C0 (X|Oader, UbOOt, )
- cp - 2FCANCON IC 34 nmitid A cualy 12 13 HwAAd .
= BData.List = E 1
= RIS |E % B:SYMBOL.LIST.TREE o= | [ES
| Mstep || Mover || d et | Retun| Eup | »Go || mnBreak | ¥t 3 S
/1ine |[source I “start -
NULL, - = gong B
Al Towlevel_init c
. o dram_init [
void start_armboot (void) : ® board_init T
— B # checkboard
'Iﬂ'lt_fﬂc_t *=imt_fnc_ptr; build_bin_image_parameters
o ~ char *s; misc_init_r
#ifndef CFG_NO_FLASH gd
. ~ulong size; W “armll36/interrupts
#endif ) ) . » ) B . B = \mx31l/interrupts
#1f defined(CONFIG_VFD) defined (CONFIG_LCD) interrupt_init
_ ~_ unsigned long addr; # reset_timer_masked
#endif get_timer_masked
_ set_timer
/* Pointer '|s writable since we allocated a register T ® reset_cpu
264 gd = (gd_t=*) ar‘mbeet _start - CFG_MALLOC_LEN - sizeof( ® N\ _udivsi3
/* com p'|'|er" Dpt'n ization b.;r‘r"'|er" needed for GCC >= 3.4 = \board -
_asm__ __volatile__("": : :"memory"); 2 |« o] 8
Jq‘ [ 1 [ F

And proceed to source-level debugging of everything is running before Linux
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Debugging linux components: kernel start

Typically a bootloader initializes the hardware
and configure it to run the operating system.

The Linux kernel image (ulmage) is loaded into
RAM by the bootloader (uboot) or even by the

debugger itself.

By booting the kernel, you can continue

debugging from the entry point of Linux:
5 Balist =3 Bl =
[ M Step ][ B Over ][.A.Diverge][qf Return][ ¢ Up ][ P Go ][ ] Break][ fgﬂ:ch:de]
addr/1ine |code label |mnemonic comment | |
ZSR:10007FF0 [/FEFEFFE SVCVC OxBFEFFE -
Z5R:10007FF4 |[FEF7FDCD cdp? pl3,0x0F,c15,c7,cl13,0x6
ZSR:10007FF8 |[EVFEEDTT undef OxEYFBEDV7
ZSR:10007FFC |[FFFFOD7F undef OxFFFFOD7F
: E1A000C0 nop
Z5R:10008004 [E1ACOQOOO nop
ZSR:10008008 [E1A00000 nop
ZSR:1000800C [E1AQOQOOO nop
Z5R:10008010 [E1AQQOOO nop B
ZSR:10008014 [E1A00000 nop
ZSR:10008018 [E1AQQOOO nop
ZSR:1000801C [E1ACQOOCO nop
Z5R:10008020 [EA00DO02 O0x10008030
ZSR:lDDDBDZ4JOlSF2818 clzeq r2,ré8 -
1| 1 | 3

TRACE32: the most complete tool for embedded linux debugging
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Terminal emulator
ﬂ integrated in TRACE32

e ) |

s

7

U-Boot 2013.10 (Mar 03 2014 - 19:44:09)

@ Buterm

P : Freescale 1.MX6Q revl.2? at 792 MHz

Reset cause: WDOG

Board: Tibidabo

DRAM: 2 GiB

MM = FSL_SDHC: O

SF: Detected N25Q1024 with page size 256 Bytes, era
Mo panel detected: default to HDMI

unsupparted qane1 HOMI
In: seria

out: serial

Err: serial

Met: Phy not found

PHY reset timed out

FEC [PRIME]

B8ER123 Initialized on FEC

Hit any key to stop autoboot: 0O
TIBEIDABDO U-Boot >—E

1| mn 3

@ Baowir.term

===

i

< |

Hit any key to stop autoboot: 0O -
TIEIDABO U-Boot = i
TIBIDABO U-Boot > run boot_from_nor b
SF:
SF:

Starting kernel ...

Detected N25Q1024 with page size 256 Bytes, erase size 4
4587520 bytes @ Oxd0000 Read: OK

Booting kernel from Legacy Image at 12000000 ...

Image Name: Linux-3.0.35-4.1.0+yocto+gbdde?0

Image Type: ARM Linux Kernel Image (uncompressed)

Data 5ize: 3853092 Bytes = 3.7 MiB

Load Address: 10008000

Entr¥ Point: 10008000

Veritying Checksum ... OK

Loading Kernel Image ... OK

i |

www.lauterbach.com
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Debugging linux components: kernel symbols

If you boot Linux and stop the run with a BREAK, you can see the program
running at address OX8XXXXXXX

(elf/dw
debug

You can load kernel symbols

arf file vmlinux) and
it from start_kernel()

-,

= BuList =5 ESR
[ M Step ][ B Over ][&Diverge][queturn ][ ¢ up ][ kP Go ][ Il Break ][ ¥ Mode ]
addr/1ine |code label |mnemonic commernt
ZSR: 80008624 |[E1ZFFF1E bx rl4 -
ZSR:80008628 |E1L2FFFLE bx ri4
i ESZD40FQ push {rd-r7,rl4}
: 80008630 [EZ4DD014 sub rl3,rl3,#0x14
SR:80008634 |EEFFFFFA b1 0x80008624
SR:80008638 |F10OCO0&0 cpsid i r
SR:8000863C |EZ07 3420 mowvw r3,#0x7420 L
SR:80008640 |E3483072 mowvt r3.*0x80?2 3
SR: 80008644 [FE3a04001 mo r4,#0x1 R
SR:80008648 |E2095DC0 movw r5,#0x90C0
SR:8000864C |ESC34004 strb rd, [r3,#0x4]
SR:80008650 |[EEOOZFEZ bl OXSUUliSEU
SR:80008654 |EEOEDZ24A b1 0x8023CFE4
SR:80008658 |[ELAQLOOD4 cpy rl,rd -
J 4| i | 3
={ BList =N Bl =
| Mstep || W over | MADiverge| ¢ Return| eup || »Go | 1Break || Mode |
addr/11ine |code label mnemonic commen
456 |asmlinkage void _init start_kernel{void)
457 4
; ES2040F0 start kernel: push {rd-r7,rl4}
ZSR: 80008630 |[E24DDO14 sub rl3,rl3,#0x14
char * command_Tline;
extern const struct kernel_param __start__ param[],
461 smp_setup_processor_id();
ZSR: 80008634 |[EEFFFFFA bl 0x80008624
" cpsie 1 @ arch_local
"memory", cc”), i

J<‘| i
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1 BusVYmbol List. TREE = Eeh <
address name
P:5003A484--8003A5F7 = yinit/main -

P:80008224--80008238B
P:8000823C--80008253
P:80008254--8000526B
P:8000826C--80008298B
P:8000829C--800082CE
P:800082CC--800082F7
P:800082F5--800083A3
P:800083A4--800085E3
P:800085B4--800085E7
P:800085E58--80008623
P:80008624--80008627
P:80008628--8000862E

P:80008915--80008A58B
020D00--8002D0D0E
U:oul20D0C--800200D17
D:8002DD18--8002DD23
D:80020024--8002DD2F
D:80020030--8002003B
D:8002DD3C--8002DD47
D:8002EA1E--8002EAZE
D:800375E8--800375EF
D:800375F0--800375F5

¥ set_reset_devices
# debug_kernel W
# guiet_kernel
#init_setup
H rdinit_setup
# lToglevel
# do_ear ly_param
# unknown_bootoption
# parse_ear ly_options
# parse_ear ly_param
H smp_setup_processor_id
# thread_info_cache_init
E start_kerne
H kernel_1nmt
_ setup_rdinit_setup
__setup_init_setup
_ setup_loglevel
_ setup_quiet_kernel
_ setup_debug_kernel
_ setup_set_reset_devices
kthreadd_done
_ setup_str_rdinit_setup
_ setup_str_init_setup -

_I<|FF
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Debugging linux components: kernel debugging

With the symbols (vmlinux) you can do source-level debugging of kernel: you can
set breakpoints, run in step, see functions, registers, static variables and local
variables in the stack-frame ...

-

i£] [Bu:Data.List]

(= [@ ] =]

¢ up |

P Go | 1N Bre

This 15 our default 1dle hqnd1er: .
we don't miss a wak

We need to

cpu_relax();

_disable();
_resched()) {
timer_dyn reprngramkj;
arch_1d¥

\..-'!

incal_irq_enable();

| Mstep | M over | & nNext | & Return |
addr/1ine source
= 1ntererts here to ensure
5tat1c vold default_idle(void)
128 |{
129 it (hlt_counter)
130
else {
132 Tocal_ir
133 it {(Inee
135
J< [ 1]

-~

@ Bu:Frame.view /Locals /Caller

oo e |

"3 Down [V Args

Locals

V] caller

-000)|default_1dle()
- flag = 1
=nr =1

-001
-001

arch_local_save_flags(inline)
cpu_idle()
- flag = 1

-002|

-003

=nr =1
1 els
start_kernel ()

= command_Tine
* command_11ne

Ox8002F82C
OxB002F82C

acpi_ ear1¥ inmit(); /F
sfi_init_late();

ftrace_imit();
"+ Do the rest non-

Fest init(
ZSR:0x4001: DxlDDDSD4D(aSm)

i _—

L= 1
5tap_criti
pm_idle();

m

before LAPIC

__init'ed, we'r

5;|.*J BuVarView %estring (Vwmlinudinit/maintstart_kernel.command_line’)

® (

‘Swwmlinuxinit/main'\start_kernel\command_l1ine )

= 0xB002F82C — "console=ttymxcl,115200.vmal loc=400M_ub1.mtd=1.root=ub10:rootts

4|

UL

TRACE32: the most complete tool for embedded linux debugging
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Debugqging linux components: multicore debugging

The kernel is initializing with only core 0 active. In kernel_init() function is called
smp_init() which activates the secondary cores 1, 2, 3.

i=] [BuList kernel_init]

e ) |

| M step || M Over || AiDiverge| ¢ Return|| @ up |

b Go || I Break ]@Mnde |

addr/1ine |source

777
778
782
785
794
796
798
803
804

TRACE32: the most complete tool for embedded linux debugging

static int __init kernel_init{void #* unused)
3

o n.—:|t until kthreadd is all set-up.

wa'lt _for_completion{&kthreadd_done);

/% Now the scheduler is fully set up and ¢
gfp_allowed_mask = _ GFP_BITS_MASK;

= 'm'lt can allocate pages on any node

-~

arl

SEt mems_allowed({node_states [N_HIGH_MEMORY]);

g '|mt can rumn on any cpu.

set _cpus_allowed_ptr(current, cpu_all_mask
cad_pid = task_pid{current);
smp_prepare_cpus (setup_max_cpus);

Er‘e _smp_initcalls{);
'Im: up_detector_init();
smEl_'| nit();
ched_init_smp();

Yo
A

1/10/2014

The system becomes now multicore, so
you must configure TRACE32 to handle
4 cores simultaneously in SMP mode
(Symmetric Multi Processing):

CORE.ASSIGN 1 2 3 4

CORE CoreMumber
4.
1. 1.

Chip: IMX63
Core: CORTEXASMPCORE

www.lauterbach.com
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Debugqging linux components: multicore debugging

After the execution of smp _init() and configuration of TRACE32 in multicore mode
you can open new views on other cores, which will be running starting from

secondary_start_kernel() function.

EEJ [B::list secondary_start_kernel /core 3]

(=& =S

il

E_J [BuList kernel_init]

[o ][ O

[ Mstep || M over |[AiDiverge| ¢ Return ||

eup | |[ nn Break | #mode |

addr/1ine |source

P Go || I Break ]&:’ﬁr\ﬂode |

TRACE32: the most complete tool for embedded linux debugging

| M step || M over | AdDiverge| ¢ Return|| ¢ up |
addr/Tine |source
7770 |static int _init kernel_init{void * unused)
778] |1
na'lt until kthreadd is all set-up.
782 want _for_completion(&kthreadd_done);
/= Now the scheduler is fully set up,
785 gfp_allowed_mask = _ GFP_BITS_MASK;
'|n'|t can allocate pages on
set mems_allowed (node_state
init can run on any cp
794 5é£_cpu5_a‘| Towed_ptr(
796 cad_pid = task_pidi
798
803
804
ik

*/

A

£

I
* idle thread stack, but a set of temporary page tabTes .

271 :?\s'rrﬂ inkage void

__cpuinit secondary_start_kernel (void)
2720 |1

truct mm ctrnct Fmm — £indt mme Il

EEJ [Bu:list secondary_start_kernel /core 2] EI@

| Mstep || M over |[AdDiverge ¢ Return| e up | »Go || 10 Break | Mode |

addr /1ine |source [

1/10/2014

/ 271 as-r-ﬂ'inkage void
2720 £

* idle thread stack, but a set of temporary page table .
__cpuinit secondary_start_kernel (void)

struct mm_struct *mm = &init_mm; (4

274 unsigned int cpu = smp_processor_id();

EEJ [Bz:list secondary_start_kernel /core 1]

o] E sl

[ Mstep || % oOver ]&Diverge][ “Retun || eup | J[nn Break || ¥mode |
addr/1ine |source i
__'|d'|e thread stack, but a set of temporary page tabTes. -

272 |1

struct mm_struct *mm = &init_mm;
274 unsigned int cpu = smp_processor_id();

—~7

% A1l kernel threads share the same mm context; gra
= r'efer'ence and switch to it. F

atom'lc i nc (&mm- >mm_cour1t,,
current->active_ _mm = mm;
cpumask_set —cpu( (cpu, mnl_cEJuma.sk mm)
283 cpu_switch_mm{mm- >pgd, mm,) ;
enter_lazy_ t'II:: mm cur'rent,

Tocal_flush_t1b_all( e

287 printk("CPU¥u: Booted secondary processorin", cpu);

289 cpu_init();

290 preempt_disable(); %
J 4 n | 3

www.lauterbach.com
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Debugqging linux components: multicore debugging

In multicore mode SMP, all cores are handled simultaneously for commands as
GO/BREAK/STEP and Breakpoints. For each window, you can have a specific
view/color by core, or you can select the default core view in the Cores menu.

JLTRACBZ ARM: debug Linux secondary boot (step 2/2) = (=] | (ki
g y B
File Edit View WVar Break Run CPU Misc Trace Pef Cov IMXSL Linux Window Help &5} Buvar.frame fcore 2 EE
i [BuList /core 0 ] =N =< « ¢ | [ 2 || |,tﬂ:f| 7 k?| | = Bl .lﬁﬂﬁ@la i ﬁl%&lﬂ 55'. 3 Down [¥] Args [Locals  [¥] Caller
-000]J[current_thread_info(inTline)
[:IdSte_Ip-][ﬁOver][.J.[iﬂge][‘fFet\un][ ¢up [ »co] [IIBreak][_yﬂMode] ool Gebug-sip. processor 140
addr/1ine |source th}s _cpu = E2141932348
A (53] unc__ = (100, 101, 98, 117, 103, ¢
simiee e __init do_basic_setup(void) liger ][ pE—— ][ e ][ Data ][ Var ][ ofher ][ previous ] s 'i 3592?82928
_ - nbits =
14 (e modelelper”initO: piclowanoer Q— Smocod o egont HL U wfunc_ = (100, 101, 98, 117, 103,
715 init_tmpfs(); =] Qres L T Eanila
716 driver_init(); [ [ _:_ —ggi"tESt_'gjltE;nhnE)
717 init_irq_ roc(); C cpu_idle
do. ctors(g [ 1| =P+ 00000000 || 1 - flag = 1
e '|n'|tca'|'|s() +04 00000000 — . =nr = [
1 - - | +08 80008918 2 = =] [Blist fcore 2 ] nr =0
J“ | = o +0C 800409AC [ ][ ][
+10 3C009410 3 MiStep || M Over ||y #ifdef CONFIG_HOTPLUG_CPU
\U——t SUUFUIAC It ouuuogat +14 24820C03 addr/1ine |source Jf [ 3
1 _ R7 PC 800089BC +15 00000000 .
2 _ SPSR 60000013 cCPSE 60000013 +1C 000OOOOO1I ~ static inline struct thread_1rTo ~Current_thread_1nToLvolc
) ¥
register unsigned long sp asm ("sp
; return (struct thread info *){(sp & ~(THREAD SIZE -
Buvar.f / 1 -IEI
@ varame et EI-@ #define thread_saved_pc(tsk)
"3 Down [ Args #Locals [ < | L}
-000]I[test b1t(1n11ne) ~
-000f|[test_ti_;
-000] ||need -res i [Blist /core1] f=fe == %[&:Nistmhc Jeore3] [ = sl
-000]}|cpu_idle = [ H o ] _—
- flag = Ld:}f:.ip ]iou'::):er ) aniverge ][ ¢ Return || & up ]‘+" - W reak || Mode | Find: | M Step Over |[.AaDiverge quethn cup [ »Go | Ereak”;ﬂMode]
snr =1 “ s addr /11n&\code Jabel mnemonic
. stat'lc inline int test_bit(int nr, con®® volatile unsigned Tong *addr) = @nr: bit number to test -
-001 |ZSR:0xFF d @addr: Address to start counting from
105 return 1UL & (addr [BIT_WORD(nr}] >= (nr & (BITS_PER_LONG-1))); o
— %ﬁd of £ static inline int test_bit(int nr, const volat
108] |#endif /* _ASM_GENERIC_BITOPS_NON_ATOMIC_H_ */ 1
105 return 1UL & kaddr[BIT WORD{nr)
| F:80040B9C| |E5953000 Tdr r3,[r5]
= [E.:80040840) /53500000 cmp r0,#0x0
1< F:800408A4 | |E280201F add r2,r0,#0x1F

TRACE32: the most complete tool for embedded linux debugging
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F:80040BAS
F: 80040BAC

A1ADZ2000
E200001F

r2,r0
r0,r0,#0x1F

cpyge

4an
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Debugging linux components: linux aware debugging l

Kernel debugging can be done with a JTAG debugger also not specific to Linux.
The entire kernel block can be considered as a single program (very big).

HOWEVER this is not enough to debug an entire Linux system

O How can you make the debugging of "dynamic objects" as the processes and
their threads, libraries and kernel modules?

» You must consider the memory management (MMU) of the CPU and the kernel

» The debugger must be aware of the running operating system. Must give a view
of the resources of Linux and have specific commands for their debug.

All of this iIs managed by the extension

(linux.t32)

LAUTERBACH A
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Debugging linux components: Memory Management (1)

O The different components of the system are physically loaded in memory at

0 Kernel has a fixed Virtual-Physical translation

absolute addresses, but execute at virtual address (logical)

0 Processes have dynamics Virtual-Physical translations

aords |ou.la

aoeds Jasn

0x80000000
0x7F000000

0x00000000

Virtual Memory

kernel

Kernel modules

Process 1
0x8000...

Memory page 1 pl

Physical Memory

Memory page 2 pl

| = =

Process 2
0x8000...

Memory page 1 p2

TLB
(MMU)

Memory page 3 pl

Memory page 1 p2

Memory page 1 pl

TRACE32: the most complete tool for embedded linux debugging
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0x10000000
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Debugging linux components: Memory Management (2)

a During debugging, the user uses logical addresses to access programs, data,
symbols loaded into virtual memory *

O The core and the debugger can only access the active memory pages (TLB)
0 TRACES32 can access the entire memory even at absolute addresses

» If a virtual memory area is not accessible, then TRACE32 computes the logical-
physical translation, and make an access to physical address.

In this way TRACE32 allows the user to access at any time and
debug in any area of memory using simple virtual addresses
(logical)

* virtual addresses (logical) correspond to the program symbols

LAUTERBACH A
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Debugging linux components: Address Extension

How to distinguish between kernel and process and between different processes?
Q In Linux, the space-id of a process is the PID of his main thread
0 The kernel and all its threads have by convention space-id = zero

» TRACE32 uses the identifier space-id to distinguish between the different
processes by extending the address space.

» The Address Extension is enabled by the command
SYStem.Option MMUSPACES ON

£] BrData.List [ B[] =] B:Data.List ===
ETN Over |[ 4 Mext || & Return & up || P Go ]G | M Step || M over || 4 Mext |[¢ Retun|[ @ up |[ » Go | NN Br
addr/line |code label mNemonic I addr/1ine |code Tabel |mnemonic [
363 o q""F‘ } - register 1nt 1, primz, k; Ja
364 nop NUR :02F4:0000989C| [E5182020 1dr r2,[ril,#-
E320F000 nop IMUR: 0254 :000098A0) ||z 2522000 add r2,r2,#0xl
365 nop NUR:02F4:000098A4 ] [ES0B2020 str ré,[ril,#-
N5R :0000:C0030408 |E320F000 nop NUR : 02F4 : 000098A8| [E51E3020 1dr r3,[ril,#-
366 | nop NUR : 02F4 : 000098AC| |E3530012 cmp r3,#0x12
NSR:0000:C003040C |E320F000 nop NUR : 02F4 : 000098B0] [DAFFFFDC ble 0x9828
367 nop while ( k
NSR :0000:C0030410 |E320F000 nop I
368 nop F £
NSR:00Q0:C0030414 [E320F000 nop - ”[I
369 nop 15 659 1
MSR - fO-CrNNINAT R IE2 20000 nnn ———— -
J P T b J 1| m | ¢

Space-id = 0x02F4 : user process PID 0x02F4

LAUTERBACH A

- Space-id = 0x0000 : kernel thread
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Debugging linux components: linux menu

Thanks to Memory Management and Address Extension TRACE32 allows the
access and debugging of any part of a Linux system.

[ Linux | Window Help

Display Processes

Display ps-like

s Debugging the kernel

Display Modules

sl ' Debugging kernel modules
Medule Debugging *|  Delete Symbols.. Debugging processes/threads

Likrary Debugging * Debug Process on main...

Watch Processes

Debugging libraries

Symbol Autoloader »

Scan Process MMU Pages... ] ] ]
Scan All MMU Tables Automatically loading and unloading

thmT' | symbols for kernel modules,
ST e processes and libraries

Display Kernel Log

YV V V V V

Generate ramdump

Help Linux Awareness » Display kernel information
(file systems, kernel log, device tree...)

TRACE32 Linux Awareness menu

LAUTERBACH A
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Debugging linux components: kernel module

Debug Module on init

=)

| M step || M over || 4 Next | Retum| ¢ up ||

b

int init_module()
(3

rs

Qur_Proc_File = create_

it (Our_Proc_File == NU
remove_proc_ent

primtk (KERN_ALE
PROCFS_N

return -ENOMEM;

Our_Proc_File->read_pro
Our_Proc_File->write_pr ~
| b

’ \ =] BaList]
efa B:TASK.MODule o= =]
Imagic name state s1zZe address [ ;
BFOO42AC |demomod ILoading | 3958. |BFO04000 | = Bl e
1 [ 1] [ 3 si| ||+
/A Debug Mod...| = || &1 |[se5s] 54
[Linux] Window Help module name (without .ko) gg
Display Processes demomod e
Display ps-like
Display Tasks [ Ok J [ Cancel ]
: 61
Display Modules | — 62
Displa}rEiIES}rstem » Please enter module name J | i
Process Debugging r
Meodule Debugging r Load Symbols...
Library Debugging r Delete Symbols... [

Symbol Autoloader
Display Kernel Leg

Linux Terminal

Configure Terminal...
Generate ramdump

Help Linux Awareness

TRACE32: the most complete tool for embedded linux debugging

. Debug Medule on init...

Scan All MMU Tables

[ B TERM.view

insmod /Tib/modules/demomod. ka |

1| 1] [

1/10/2014

www.lauterbach.com
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Debugqging linux components: process (1)

Debug Process on main

o BuTASK.DTASK

3 [olE sl

jmagic command state

uid pid spa |

DCBEEBCO |threads |current (1) | 0. 545. ] 02 -

L] [ 1]

Window Help

Display Processes

Display ps-like

Display Tasks

Display Modules

Display File Systern r
Module Debugging r

IS E

process name

threads 2

[ send commiand to TERM window

[ ok | | cancel |

Please enter process name

Load Symbaols...
Delete Symbols...

Library Debugging r Debug Process on main...

Symbol Autoloader r
Display Kernel Log

Linux Terminal

Configure Terminal...
Generate ramdurmp

Help Linux Awareness

Watch Processes r

Scan Process MMU Pages...
Scan All MIMU Tables

TRACE32: the most complete tool for embedded linux debugging 1/10/2014

’ £ BuList =] -E) | ES] ﬂ

| M Step || M Over || & MNext || Return| @ up || P Go
addr/1ine [source {
. . 3 -
int mainiint argc, char *=*argv)
36
unsigned wcount, rc, i, wcount, ccount
dl printf(“Thread test with %d threads'n"
39 for (xcount = 0; wxcount < MAX_EXECS; x
40 printf("Iteration %d ...", xcount)
41 unsafecount = 0;
42 woount = 0;
43 for (1 = 0; 1 < MAX_THREADS; i++) [
44 thrstat[1] = 1;
45 if(pthread_create(&thrlell[1],|=
45 printf{"1#%d *,1); r
glze
48 woount++; |
h
50 printt (" nWorkers created: %d ...%
51 Tcount = -1;
do { J= Display ~
]« i | b

As soon as the process starts the
debugger will detect it, will
automatically load his symbols and
will stop at the main() entry

www.lauterbach.com
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Debugqging linux components: process (2)
Process Debugging — Watch Processes (autoloader)

Adding a process to the "watch" list, his symbols will be automatically loaded
when it start, and deleted when it exit

A TASKWatc... [-o ][5 el &7 BxTASK Watch E=8E=R (>
P | EMable || DISable || ENableBP | DISableBP |
add he||0|00p rocess name process spaceid |state entry |
to watch list helloloop _— helloloop | -- no process | -- -~
‘ [—— r
7 B:TASK.Watch o[- =] [
) B::TERM.view = =R = | EMable || DISable || ENableBP || DISableBP |
Start helloloo process spaceid |state entry | Symbo|s
helloloo P i ey | |heTToToop | 021IF [Toaded main .
Pl — : ( - | loaded
[ 1] [ 3
[ £ B:TASK.DTask Scan MMU Pages o B:TASK.Watch El@
S | ENable || DISable | ENableBP | DISableBP | symbols
magic command Durnp task entry :
DCA72C00 [irg/363-rto process spaceid state entry |
ocArERs0 deferva | T heToToop - no proces= T =2} deleted
DCIF77E0 |sh -
DCA70840 |Flush-1:0 ‘ —T— b
DCAEC]‘DD | ™ =4 T
F] [ 1 [ 3

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com LAUTERBACH A



Debugqging linux components: process (3)

TRACE32 can show detailed informations of any process or thread

o BuTASK.DTask "helloloop” |l = || =] = |

magic command state uid pid 5p

gid wvm s1zZe tth tty name path

0. 0000016a DC108000 - /bin/helloloop

flags: RANDOMIZE . o
parent yvoungest child vounger sibling

sh - -

arguments

helloloop
environment

O 0O m©mm

USER=root

HOME=,

TERM=wt102
PATH=/usr/bin: /bin: fusr/sbin:/shin
SHELL= Jbin/sh

PWD= ,.-'

E open files
code addr/size data addr/size stack st
00008000 7 00000488 00010488 / 0000011C EBEBD7FECO

B code file start address
helloloop 00008000
helloloop 00010000
Tibec-2.5.50 BGEZ26000
libc-2.5.50 BG6F 30000
Tibe-2.5. 50 BG&F4 5000
lTibc-2.5.50 EGF47000
1d-2.5.s50 BGF4B000
1d-2.5.50 BEFGEQDD

B start time sleep time user time system time
0ZD939BF 00000102 00000000 00000000

DC289540 helloloop sTeeping | 0. 749. [0 .

y

i

-

N

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com

ﬂﬁ, BuTASK.Process E'@
magic command #thr [state spaceid pids [
C0791CC8 |® swapper/0 47. |current 0000 0. 2. =
DCO373C0 init - |sleeping 0001 1. 7
DC127500 sh - |sleeping 02ES 741, —
DC28B81CO sieve sleeping 02EC 748.
DC289540 C-I.DDH'I fatal NIEN 744
|

= | Display task struct

Display Stack Frame
Display Registers
Switch Context

Load Process Symbaols

Delete Process Symbaols

Add Libraries to Symbol Autcloader
Add to Watched Processes

Delete from Watched Processes
Scan MMU Pages
Dump task entry

Kill task

Display task specific information

LAUTERBACH A



Debugging linux components: process (4)

TRACE32 can show the execution
context (program, data, registers) of
any process or thread even if
suspended, or if you are in break
elsewhere

P

== |
Ir Go | N Break ]L=|_

EE'_J [BuList /TASK "helloloop"]
| M Step || M Over || 4 Next | & Retum| € up |

addr/Tine |code label mremonic
NSR:02ED:CO541F6C [ES941004 Tdr rl, [rd4,#0x4] -
NSR:0Z2ED:CO541F70 |[E1ADCOD4 cpy rG,r4
NSR:02ED:CO0541F74 [E5972004 Tdr r2,[r7,#0x4]
NSR:02ED:CO541F78 [EEOO07 53 b1 O=C0543CCC
| NSR202ED:CO541EZC.|= 1401000 cpy  rl,r0 B

barrier{);

" * this_rg must be evaluated again

* CPUs since it called schedule

TRACE32: the most complete tool for embedded linux debugging

- X * frame will be invalid.
&g B:Frame /TASK "helloloop El@ 8 finish_task_switch(this_rq(), prev
"3 Down| [¥]Args [[Jlocals [C]Caller Task: "heloloop” - 0 [E51BCOAS 1dr riz, [ril,#-0xA
— . hed() 4 |E51BB078 Tdr rsd, [rll #-0x78
000} need_resche . ~ |8 [E59c3014 Tdr r3,[r12,#0x14]
~001fldo_nanosleep(t = OxDC73FF28, 7) C |[E79A0103 Tdr r0, [r10,+r3,1s =
-002||hrtimer_nanosleep(?, rmtp = OxBEED7D30, mode = HRTIMER_MODE_REL, 7) J*‘ | p— | : : : -
-003|sys_nanosleep(?, rmtp = OxBEBD7D30)
—-004||ret_fast_syscall (asmg
— |exception E
—-005 |NUR:0x2ED:0xB6EBGT7SC{asm)
-006 [NUR:0x2ED:0xB6EB6538(asm) . .
end of frame I B::Register /TASK "helloloop” E'@
N _ RO CO014E3C RE 1 sSP+ 00000000 .
Jf [ T 7 _ Rl SAAD RO DB5C5240 -BC CO098C2C T
C _ RZ 0 R10 CO78FD8E -ES6 ADDOO113 —
vV _ R3 C00320C0 R11 DC73IFEF4  -B4 C1124BE0
0 _ R4 DC289540 R12 0 -B0O C1124BD0O
RS 0 R13 DCY3IFE3IS  -AC DC73EOOO
0 _ R6 Cl126C80 FRI14 C00303F4 -a8 C3A95AC4
1 _ RY DCO7BACO  PC COR41F7C  -A4 CO543520
2 _  SPSR 20000113 CPSE 13 -A0 DC7IFF28 -
4 F

1/10/2014
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Debugging linux components: library

TRACE32 can load symbols of any library used by a process and enable its

debugging

Process Debugging r ; '-
Module Debugging ¢ g Bi:Task.DTask 0xDC1DEA40 El@
' ' ' ' |
Librarv Debuaai » B Load Svmbols... imagic command state uid pid spaceid tty flags @
e S DC1DEAAD [sievelib current (1) 0.] 748. ] 02EC | O [004000 -
Sumbol Autoload N Delete Symbols... il
ymiel Autaloader gid vm 51Ze tth tty name path . e
Display Kernel Log 3can Process MMU Pages... 0. 00000196 DE1D4000 - /bin/s1evelib
Scan All MMU Tables £
. . + ags
Linus Terminal | relationship
arguments
environment
- . open files
TASK.sYmbol.LOADL... =] addresses )
A El@ B code file start address flags
— Process name s1evelib 00008000 EX RD
sievelib sievelib 00011000 WR EX RD
-|'i|::c—2. 5.50 BEOE34000 EX RD
}1Ec—2.5.su B6F4B000
— Library name 1bc-2.5.s50 BEF 53000 EX RD
. Tibc-2. 5. s0 B6F55000 WR EX RD
librico.s0.1.0.1 n £ Cannn rw oo <
P | m Display Library struct p
[ Ok ] [ Cancel ] Load Library Symbols
Delete Library Symbols
Durnp Library entry

TASK.sYmbol.LOADLIB <process _name> <lib_name>

TRACE32: the most complete tool for embedded linux debugging
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Debugging linux components: file system informations

TRACE32 can show detailed information about the file systems

S A

D.Eplar Em.c o BiTASKFS.Typ... [ = |[ 3 |[(52 | || o B:TASKFS.PROC

Display ps-like magic name #dev | || [name address mode Tinks
Display Tasks 07EAFE4 |[sysTs 1. . = /proc CO7EASDD [dr-xr-xr-x 12.
Display Modules O7EFAS0 |rootfs l.|_| mt . DBE1oAECD |-r—-r--r-- 1.

- - 07EA234  |bdev 1.— sysrg-trigger |DBO38200 --w------- 1.

07EAASD  [proc L. partitions |DBO38380 |-r--r--r--| 1.
. Display Mount Points 07E791C |tmpfs 1. diskstats DE038440 -r--r-—-r— 1.
Process Debugging - , , 07FC37C |devtmpfs 1. crypto DBO3C3CO |-r--r--r-—- 1.
Module Debugging S|l |FEEE 07EASCE |binfmt_mi [ 0. key-users DB038A40 |-r--r--r-- 1.
- , Display /proc 07F2984 |debugfs 1. kpageflags DC7F1240 |-r-——---—- 1.
Library Debugging g o 080E200 Suckﬂs 1. kpagecount DC7F1300 |-r-------- 1.
'splay /sys 07E94C0 |pipefs 1. kmsg DC7F34C0 |-r-------- 1.
Symbol Autoloader 1 O7EA478 |anon_inod | 1. softirgs DC7F13CO |-r--r--r-- 1.
_ _ 0814738 |[rpc_pipef | O. version DC7F3540 [-r--r--r-- 1.
Linux Terminal 07EB090 |devpts 1. uptime DC7F35C0 |-r--r--r-—- 1.
Configure Terminal... S;EEEES Eit; B BrTASKFS.SYS = ”ﬂ”
Help Linux Awareness 07EC4CC  |ext4 name address |mode count
O7EF6D4 |cramfs = /sys COVEAF94 [dr-xr-xr-x 12.
07EF780 |ramfs firmware DCO2B860 |drwxr-xr-x 1.
i I 07EFBSC |vfat = kernel DCOIDCCO |drwxr-xr-x 13.
ca B:TASK.FS.MountDevs (o= | =] B;EFBEB m{s;dDS Er‘uF‘i‘I:iﬂgd . DCO9DES0 |-rw-r—-r-- 1.

] ' EFE nrs exec_loade DCO090B30 [-r-——r——r—- 1.
= Gretosc e o e e
DC02C800 1. |858458F6 |rootfs |/ 07F24D0 |jffs2 notes DCO9DIAQ |-r-—r—-r-- 1.
DCO2C000 2. |bdev bdev bdev 07F2DEE |mqueue rcu_expedited DCO9D9F0 |-rw-r—-r-—— 1.
DCO3ES00 3. |00009FAD |proc / 07FEES0 |mtd_inode mm DC7F0130 |drwxr-xr-x 1.
DCO98800 4. (01021994 |tmpfs / 0B80EQED |oprofilef module DC1F84A0 |drwxr-xr-x 41.
DCO98000 5. |01021994 |devtmpfs |/ 07F2780 |ubifs dev DCO2BA40 |drwxr-xr-x 3.
DCOCAD00 6. |64626720 |debugfs |/ 4 [T fs DC02B590 |drwxr—xr-x 2.
DCoD0000 7. [s0CK SDCRES socket: i ]

DC23A000 8. |PIPE pipefs |pipe: e B:TASK.FS.Mount = |[= =]

DC3IBGEDD 9. |09041934 |anon_ino [anon_inod magic SEEs mountpoint  [type |

DC7FCO00 10, |00001CD1 dE".'rptS l."II DCOZESE00 FDDt-FS IIII.I FDDt-FS m

DEOB1000 11. |19800202 |mgueue ! / / / i

DB5C6800 [1048. |0000EF53 |ext2 |/ DcoDasey laaeyiret ey e mpf |

1 mn | ’ DCOD3C00 |/proc /proc proc -
4 | ] | k

TRACE32: the most complete tool for embedded linux debugging
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Debugging linux components: kernel log

TRACE32 can show the Kernel Log by accessing directly in memory the kernel ring
buffer

o B:TASK.DMESG =R ==

kernel ring buffer [
Booting Linux on physical CPU OxO

[Linux] Window Help Linux version 3.8.2 (kjmal@kjmlinuxpc) (gcc version 4.5.2 (Sourcery G++ Lite 2011.03-41) 3 #3 aMP F—
CPU: ARMw? Processor [411Fc092] revision 2 (ARMwT), cr=10c53c7d L
Display Processes CPU: PIPT / VIPT nonaliasing data cache, VIPT aliasing instruction cache
] - Machine: OMAP4 Panda board
Display ps-like Memory policy: ECC disabled, Data cache writealloc

On node O totalpages: 118272

Display Tasks free_area_init_node: node 0, pgdat c0814ach, node_mem_map cOd73000

Display Medules Mormal zone: 926 pages used for memmap

) - Mormal zone: 0 pages reserved

Display Eile Systemn 4 Mormal zone: 117346 pages, LIFO batch:3l
OMAaP4430 ES2.1

Process Debugging b PERCPU: Embedded 9 pages/cpu @clllb000 =13184 r8192 d15488 u3cBe4

- pcpu-alloc: s13184 r8192 d15488 u3sded alloc=9=4096

Meodule Debugging r pcpu-alloc: [0] O [0] 1

i . , Built 1 zonelists in Zone order, mobility grouping on. Total pages: 117346

Library Debugging Kernel command line: root=/dev/ram rw mem=463M console=tty02,115200n8 1nitrd=0x81600000,4M
PID hash table entries: 2048 (order: 1, 85192 bytes)

Symboel Autoloader L Dentry cache hash table entries: 65536 (order: 6, 262144 bytes)

Inode-cache hash table entries: 32768 (order: 5, 131072 bytes)

- __ex_table already sorted, skipping sort
Display Kernel Log Memory: 462ME = 462ME total

Memory: 451004k/451004k available, 23108k reserved, OK highmem

Linuwx Terminal Virtual kernel memory layout:
Configure Terminal vector @ OxfFFFO000 - OxfEFF1000 . 4 kB)
9 fixmap : OxfFFO0000 - Oxff{e0000 [ 898 kB)
vmalloc : OxddO00000 - OxfT000000 [ 544 ME)
Generate ramdump Towmem : OxcO000000 - OxdcfOO000 [ 463 ME)
pkmap : Oxbfed0000 - Owc0000000 [ Z MBE) 57
Help Linux Awareness 1 | LI b

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com
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Debugging linux components: device tree

TRACE32 can load and display the Device Tree Blob (if used)

o B:TASK.DTE

Device Tree Elob

DTE version: 17
Memory reserve at Ox9D000000, size = 0x3000000

e structure:

==

!

#address-cells

#size-cells

compatible

interrupt-parent

mode

= chosen
hootargs

= aliases

= memory
device_type
reg

= cpus

E  cpu@d

F  cpull

s0C

ocp

compatible

#address-cells

#size-cells

ranges

<=0x00000001>

=0x00000001=

"ti,omap4-panda" "ti,omap4430
=0x00000001=

"TI OMAP4 PandaBoard"

"memory"
=0x80000000 0x40000000=

o =

"t1,omap4-13-noc
=0=00000001 =
=0x00000001>

simple-bus"

ti,omapd"”

"console=tty02,115200n8 root=/dev/mmchTk0p2 rw rootwait

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com
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TRACE32 debugging linux

User 1k 2 e woos=o2 6o 5 e [
File Edit View Var Break Run CPU Misc Trace Probe Perf Cov iMi31 [Linux| Window Help
process in (MR d el b 2N D S| @ Dily Processes | debug
Display ps-like
debug ;:_l B::Data.List ] Display Tasks | mB::wr‘term menu
[ Mstep || Mover || $ mext |[[¢FReturn | @ up || BGo |[ ME Display Modules ngﬁgfiaz;??egggtégl rotplug events
; addr /1ine |source Deplay e mount : Mounting usbfs on /proc/bus/
i Pt EH A
x| o
124\ Medule Debugging 4 Delete Symbols... rectory /lib/modules/2.6.22.6-qong-0.8.5
Program 14 printf("start sieve demo, have fun!\n"); Library Debugging ' b/modules/2.6.22.6-gong-0. 8. 5/modules. de
16 while -\sleve_b'lg_'loop, Symbol Autoloader 4 e ctory o
cou nter 18 SL‘ieve_rgﬁ'in{); L Linux Terminal Scan Process MMU Pages... Toopback device: Termlnal
%g pq'mtfit\Loop %d ",sieve_Toop); Configure Terminal Scan All MMU Tables , please set this from the 1tib
E; sleepl.; .. config screen, or directly in /etc/rc.d/rc.conf.
20 UPdatec_lU(kQ’ Help Linux Awareness IP adgress setup bypassed emUIator
N 2211 §1eve_100p++, P
' Setting time from ntp server: ntp.cs.strath.ac.uk 4 (Console)
- T - - "y ntp.cs.strath. ac.uk: Host name Tlookup failure
25 printf("Exit sieve demo, have a nice day!‘n") Starting inetd:
g 27 o) mx31# sieved
Symbols LlSt S8l return(0J; _ | |start sieve demo, have fun!
L 1708
JIEN ] ' mx31# Loop 0 00:00:01
£ B:Symbollistiree [ | |52 | | W B:Register.view /SPOTLIGHT =l i ,
name N _ RO 9 RE 0 =P+ 00000000 - [ —
wm T3 nux rZ R1 0 RO 0 -04 4004clccC [ | & B:TASKProcess ==
B Y\sieve C C RZ 4014C008 R10 4014B000 F—+ 40024000 w == d #th
£ ’ qic comman r [state spaceld pids |
I:maﬂﬂ vV _ R3 00012168 R11 BESE3D4C +04 BE9YE3EA4 037F068 swapper running 0000 0. 2. 3. 4. . )
@ \clock Q- R4 [ 9 +08 00000001 7C19060 | init = |sleeping |o0001 | 1. =
E\sieve RS 0 RL3 BEJE3D4& +0C 0000848C 7EB7ACO udevd - |sleeping 032a 510. PrOCGSS
— R 83E0 R4 40098738 +10 00000000 7EB72EQ syslogd - |sleeping 0688 1675. [
R7 0 PC  uuddOe +14 00000000 7E50580 % - |sleeping | 0698 1688. I|St
SPSR CPSR 60000010 +15 QO0DOS3EQ < 7ES02EQ metd - sleeping 06A8 1704,
1 r 7E3B2ED sh - |sleeping 06AB 1707
User process 7E3B580 |  sieve - |current | 06aC | 1708
. k &% Bu:Var.Watch %I 3%l (=@ =] . I = ; k=
registers, stac - (& watch) :
+ [D:0xBAC:0x12130] sieve_big_loop = 1 &5 B:TASK.DTask 0xC7E3B580 (o=@ |[=]
- [D:0xBAC:0x12168] sieve_loop =
|| @ funcio [D:0x6AC :0x123€C] Sinewave = (100, 119, 136, 151, 1E @—?E;gsgo gﬁ”gﬂ:”d Ef.ﬁﬁznt |‘”d 5 |p1303 |Sgg§§1d|‘65‘é’|: |‘5 = )
User roceSS = [D:0x6AC:0x12234] ast = ( ° ° Process
p [D:0x6AC:0x12234] word = 0x0, agid  um size ttb tty name  path
. ;uﬂc%‘é - ED:OXEAC:OX].ZZSS% _lcognt = ].2346 00 = r——— yie .
unc 2 D:0x6AC:0x1223C eft = 0x00012234, =
Varlables J4| | 3 < [ ¥ =] [Bulist.mix panic] Infos
= 14 step || ﬁ over |[ < hext ][JReturn [ ¢up | peo ||
£ | [Barea] == =] dr/Tine code Tabe mnemon ¢
l\ autoloader set. Py . This function never returns.
Message lease start process sieve. (S
process sieve started, 'Ioad'mg symbols. . , NORET_TYPE id . t char * fmt
area F'I]E 'C: '\FT32+\T3ﬁ demo\Qong IMx31- 'I1te\L1nux\app\s1eve demo\sieve' (ELF/DWARF2) 'Ioade p G ¥ — vold panmiciconst char s
aiting for reaching main.
UR: 0000:C004 8060
J e UR:0000:0048084 | |-920000" Kernel
Space-id & | space code
dd emulate trigger devices trace - EL[\PERF ][ SYStem ][ Step ][ Go ][ Break ][ sYmbol ][ Frame ][ other ” previous
a reSS UR:0000:C0048060 \\vmlinux\panic\panic CU rrent sieve stopped (inside line) HLL  UP

process

TRACE32: the most complete tool for embedded linux debugging
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Agenda

Seminar and live demo
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Linux debugging: problems & solution
Debugging all linux components
Stop-mode & run-mode debugging
Trace, performance, profiling
TRACE32 PowerTools

Q&A

/" Linux System Ei !!!
| edbserver

modules
s
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What we mean by «stop-mode debugging» ?

« Debugging via JTAG

= The "break" acts on the CPU and stops the entire linux system, including kernel,
drivers, processes

= The debugger has access to all components Linux System
of a linux system ,

= You do not need to run any sw monitor or agent
or to modify the kernel: the debugger accesses
directly memory and cpu registers

kernel

modules
drlvers

——

TRACE32 Powerview PowerDebug JTAG debugger

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com LAUTERBACH A
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What we mean by «run-mode debugging» ?

= Debugging via a communication channel: serial, ethernet

= The "break" only affects the process in debug. All other components of the linux
system still running

= The debugger can only access the process Linux System
stopped in debug mode

= gdbserver must be running in the linux system . l . J |
to perform the debug task: it's a target agent ._M

KArne!

| R | me . les
ernet or seria
! g divers

A3i333333333

TRACE32 Powerview can
also work as a front-end

debugger for gdbserver | : TN
‘ xloader

tiboot

TRACE32 Powerview

LAUTERBACH A
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dvanced «run-mode debugging»

= Run-mode debugging through the communication channel JTAG DCC/DAP. Do
not need ethernet or serial link, do not need drivers, JTAG only

= In the target execute our t32server agent, connected to the debugger,

capable to start multiple gdbserver sessions

Linux System
= The debugger can start/stop processes and

access to some linux resources (eg. Filesystem) [ , ] )
= The debugger has simultaneous access to all _7 _ )
processes being debugged dbserver ’gdtf'e”ef | !
- &
' t32server 1

k~rne!
Linux linux info moe . les

file system = diivers

A3i333333333

AALAEAAAE

xloader

TRACE32 Powerview

LAUTERBACH A
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Integrated stop-mode & run-mode debugging I

= Integration of stop-mode debugging and run-mode debugging via JTAG DCC/DAP

= TRACE32 can switch from stop-mode to run-mode and vice versa at any time, into
the same debug session

= It combines the best of both debug modes, Linux System
allowing users to choose the best approach to |
quickly solve any bug '[—J_'—]J _
’gdbserver ]

— o
Run-mode debug ’ 132senver ,
— kernel
Stop-mode debug modules

drivers

Ethernet
or USB

xloader

TRACE32 Powerview

L
LAUTERBACH
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Agenda

Seminar and live demo
= Linux debugging: problems & solution
= Debugging all linux components
= Stop-mode & run-mode debugging
= [race, performance, profiling
= TRACE32 PowerTools

- Q&A [WSetup...]@iGroups... |[ =& config...|| ¥ Goto... | }‘jFind._.;L-][2;;3Ir;l)]L;;Sut][KNFuII] B

LAUTERBACH A
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What I1s the Trace?

With the term "trace" we mean a system for recording the

sequence of Instructions executed and data read/written by a
CPU, without having to stop it.

Debugging Real-Time Tracing

Taking Pictures Recording a Video

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com LAUTERBACH A



38/58

Trace ARM, ETM & ETB

Most of the chips have a trace-port through which the flow trace is
transmitted outside: off-chip trace

\
) /

In the ARM/Cortex™ cores the off-chip trace port )
Is called ETM (Embedded Trace Macrocell). It is a \ \

parallel or serial port at high speed. Lauterbach (‘ ~7
has made several trace-probes to support [‘ \.

different types of trace ports.

e
=
2
>
>
=
=

In the case where the trace port is not available, it is possible to use
a trace buffer internal to the chip called ETB (Embedded Trace
Buffer). It iIs a on-chip trace, typically limited to a few KByte, for
which, additional hardware is not needed.

LAUTERBACH A
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Off-chip trace ETM: recording

While the core is running, the trace port transmits program flow and data
Information in a compressed way. The method has no special restrictions:

* Few pins are required
* Allows very high speeds
* Allows trigger, filtering, data trace

Recording Trace Flow ETM

II HEASEEABAZ2AN
ARM/Cortex™ chip

1 i : Debug Port »»
Ethernet ——— —— ' —

or USB
. CORE

ETM Trace
Generation

A4 44444444

TRACE32 PowerView
Trace Analysis

PowerTrace Il ARM/Cortex™ chip with 'debug-port
Trace Storage (up to 4 Ghyte) and trace-port

LAUTERBACH A
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Off-chip trace ETM: streaming

Normally, the trace is recorded inside PowerTrace which has a storage from
512MB up to 4GB. The recording time can be extended indefinitely using
TRACE STREAMING. In this way, the trace-flow is compressed by PowerTrace
Il and transferred via gigabit ethernet to the host-PC, where it is registered.

Recording Streaming HW Compression Trace Flow ETM
II HAASEA2AA32A0
\

ARM/Cortex™ chip

Debug Port »n

Gigabit =~ Te— | > [
Ethernet - _

Generation

Hard Disk
upto 1l Tera
Frame

PowerTrace |l ARM/CortexTi"I bhip with debUg-port

TRACE32 PowerView

Trace Analysis
and trace-port

LAUTERBACH A

Trace FIFO Buffer (up to 4GB)
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The Real-Time Trace is used for:

1) Trace-based Debugging
Fast debugging without stopping CPU

EEEEEL. < ""YUEHEES

Finding bugs that only appear in real-time

2) Optimization with time measures
Analyze code performance

Analyze effect of external events

3) Qualification
Demonstrate compliance with real-time @

requirements
Check the code coverage

LAUTERBACH A
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Real-time trace with Linux

O The transmission of the ETM trace is a hardware feature of the chip, it is
non-intrusive and requires no modification to Linux

O The ETM trace transmits the logical addresses of program execution. But
In Linux processes are all running at the same logical addresses

How to distinguish them?

» |s necessary to capture with trace also the identifier of process switches
(space-id) in order to associate the recorded code to the proper linux
system component

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com LAUTERBACH A



Trace with Linux: task switch

The identifier of the task switch can be easily captured by tracing writes to the
variable "current process" or by tracing the "contextID" which is a ARM core

register that Linux kernel updates at every task switch.

The value written (task_struct *) identifies the process and allows the immediate
association of the recorded code to the proper component of the Linux system.

@Q,'., B TASK. Process

imagic command
037F068 |# swapper
FC19060 init
7EB7ACO udewvd
FEB7ZED syslogd
7E50580 k%agd
7ES02ED inetd
FE3BZED sh
7E3B580 sieve

L

TRACE32: the most complete tool for embedded linux debugging 1/10/2014 - www.lauterbach.com

£ [B:Trace List def list.task ti.zero /track ] =R ==
| setup...| 13 Goto... || #iFind... || A chart | Bl Profile || B MIPS | % More| X Lesg
record |run |address cycle |data symbo| ti.back t
cmp rl2,#0x0 -
4+ 0000263428 R:0000:C02B4D08 ptrace Luxtkernel //schedschedule+0xd448 0.018us [z
#ifdef CONFIG_CODETEST b
ct_thread_exit(prev); x
#endif /% CONFIG_CODETEST */ ~
3736 rg-=nr_switches++;
strd r0,[r3,#0x8]
3737 rg-=curr = next; W
str ré, [r3,#0x20] B
TASK = C?ESBSBD 51eye -
+0000263429 D:0000:C0340280(wr-Tong C7E3IBSE0 )./ sched'\per_cpu__runqueues+0x20 0.003us
+0000263439 R:06AC:C02B4D10 Srace .uxkkerne]ﬁ5:ﬂedhschedu1E+DH4SD 0.003us

___________________________________________________________

/* MFE - 18-01-2012
'* logging task switch and pid

LAUTERBACH A



Trace with Linux: task profiling

Task State
runtime chart

i Bust.chart.tasks E'@
| & Setup... | 3% config...|| 1 Goto... | #3Find... | A chart || 4» In | b4 Out|[MM Full|
10.000ms 20.000ms 30.000ms

rangedl L e e
eVents /0 K| e ——————— .

SWappeEr My e e —
kpktgerﬂd_ﬂ"_......_......:_........_......_....—|
sleve w| | .

(] v 4 oy 3

ﬂB::trace.chart.task ||:| =) ||t

TaSk Schedu“ng | & setup....|| iii Groups... || 28 Config...| ¥ Goto... || #3Find... || 4% In | b4 Out| MM Full
. 1.000= 1.500= 2.000
M AN e 1 | . | . | |
runtime chart (Grinaande | _ e
sieve KM ] ] ] ] ] ]
kpktgend_0 ¥ | I I I 1 C-T: 1.257s 1 I I 1 1
euen;;fg o | I . C-Z:348.652ms | b L
nd ik . scale: 100.000ms | 1 . . B
pdflush 4 I . . . . . . .
Ja‘ | v 4 | 1 b
TaSk Tlmlng EE::Trace.stat.tasktime avr count ratic bar | = || =] || 3 |
icti & setup...|| 1ii Groups... ||38 Config...| =] Detailed|| {] Mesting || i chart || Il Profile |
StatIStIC tasks: 5. total: 2.454s
range [total avr count ratio¥% 1% 2% 5% 10% 20%
(unknown) Z2.906ms Z2.906ms 0. 0.118% [+ A
events,/0 799.495us £3.300us 15. 0.032% |+
find 115.105ms 12.789%ms 9. 4., 690%
sieve 2.335s 51.885ms 45, 95.148%
kpktgend_0 | 251.745us | 10.489%us 24. 0.010% |+

TRACE32: the most complete tool for embedded linux debugging
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Trace with Linux: code profiling

1 1 = | B:Trace. STATISTIC.TREE tree total INTERMAL TOTALBAR (=]
Statistic Tree =] _ =)o
; | & Setup... || fii Groups... | 88 Config...| 1} Geto... |[E] Detailed]ugij Mesting ]LE Chart |
AnaIyS|S funcs: 615. total: 39.247ms
e [tree total internal 1% 2% 5% 10%
= (root) 39.247ms 2.045ms ~
-2 start_kernel 37.202ms 5.169us 7
—= wfs_caches_init_early 2.015ms | 879.477us Bl
—E inode_init_early 681.892us | 440.095u5 |e———
= alloc_large_system_hash 241.797us 1.281us |+
—= printk 31.449%us 0.208us |+
= vprintk 31.242us 3.949%us [+
« emit_log_char 10.125us | 10.125us |+
= release_console_sem 3.621us 3.067us |+
« _call_console_drivers 0.165us 0.165us |+
. sglﬂ_preempt_cnunt 0.156us 0.156us |+
= | B:Trace.5tat. CHILDTREE printk tree total avr count internal E L
4
19) | & setup....|| ifi Groups... | 3% Config...|| ¥ Goto... || = Detailed || {E] Nesting || =4 chart |
tree total avr count
= printk 845.624ms 3. 844ms 220. -
= vprintk 845. 568ms 3. 843ms 220. =
— . gdg_pr eempt_count ] 68.782us 0.156us 440,
. I F — « debug_smp_processor_i 83.145us 0.198us 419,
Function tree profiling |G vscnprintt 1.165ms |  5.295us 220.
f f t ] tk L= \.-fSﬂpr"gntf 1.122ms 5.102us 220. o
K« » = number 266.961lus 1.236us 216, 7
of function prln E skip_atol 4. 660us 0. 058us &0.
« strnlen 82.496us 0.330us 250.
— - emit_log_char 1.385ms 0.111us 12521.
— = sub_preempt_count 55.158us 0.125us 440, e
—= release_console_sem 840.139ms 4,222ms 199,
— - add_preempt_count 34.852us 0.088us 398.
— - sub_preempt_count 40. 800us 0.103us 398.
—= _cal ﬁ]_cuniu'le_dr'iveri 839.436ms 2.169ms 3&7.
= __call_console_drivers 839.378ms 4,824ms 174.
- debug_smp_processor_id 20.005us 0.115us 174.
ear ly_mxcuart_console_write 785.527ms 5. 068ms 155.
TRACE32: the most complete tool for embedded linux debt - mxcuart_console_write 53.709ms | 2.827ms 19.
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Trace with Linux: code coverage (1)

Code coverage
by object files

Code coverage
by functions

TRACE32: the most complete tool f

P

@ BuTrace.COVerage.ListModule E'@
(& setup... | A Goto... || @iist || + Add || T Load... | 52 save... | © mit |
address tree coverage executed |0% 50% 100
none YWplat-mxc/irg ~
P:0000:C003C130--C0O03C16F = \plat-mxc/io not exec | 93.750%
P:0000:C003C130--C003C143 __mxC_1ounmap ok (1L00. 000%
P:0000:C003C144--CO03C16F ___mxc_ioremap not exec | 90.909% 7
P:0000:C003C170--C003C433 ‘plat-mxc/time partial | 74.011% —
P:0000:C003C434--C003C5AF ‘spha partial | 27.368% |eem—
none Y sodma
P:0000:C0O03DFEC--CO03EQOBF | E “\iapilLow partial | 75.324%
P:0000:C003DFEC--CO03DFF3 iapi_AttachcCal.. partial | 42.307% | oe——
P:0000:C003DFF4--CO03EOOQB iapi_DetachCal.. ok [1L00. 000%
P:0000:C003E00C--CO03ED33 iapi_ChangeCal.. ok [1L00. 000%
P:0000:C003E034--CO03EQGR iapi_lowsynchC.. partial | 92.857%
P:0000:C003EQ06C--CO03EQRBF iapi_SetBuffer.. partial | 85.714%
P:0000:C003E0CO--CO03ERA3Z “1apiLowMcu partial | 17.241% (s
P:0000:C003E6A4--CO03EEA3 YiapiMiddle partial | 9.179% |mm
P:0000:CO03EEA4--CO040D7 3 “iapiHigh partial | 13. 387%
P:0000:CO03EEA4--COO3EEAS YapiMi gd'l eMcu never - -
(& B::Trace. COV.LISTFUNC =R =
(& setup... || A Goto... || @Wiist | + add || 5 Load... | 52 save... || @ mit |
tree coverage executed |0% 50% 100 [taken nottaken bytes |
= Yinitramfs partial | 50.189% 59, 67. 10576, | -
read_into partial | 55.813% 0. 1. 172. |
do_start partial | 90.909% 0. 0. 44, |—
write_huffer partial | 83.333% 0. 0. 96.
Flush_window partial | 75.342% 4. 1. 292.
retain_initrd_param never | 0.000% 0. 0. 48.
malloc ok [100. 000% 0. 0. 24.
clean_path partial | 45.833% | eos— 1. 0. 96.
do_symlink never | 0.000% 0. 0. 184.
maybe_Tlink partial | 11.538% |mmm 2. 0. 312.
inflate_codes partial | 74.545% 5. 14. 1100.
H free ok |100. 000% 0. 0. 20.
huft_free ok (100. 000% 0. 0. 52.
huft_build partial | 87.335% 12. 10. 1516.
inflate_fixed partial | 75.000% 5. 2. 400.
do_name partial | 58.119% |eo— 2. 4. 468, | -
T 3




Trace with Linux: code coverage (2)

=] [B::List P:0x0:0xC0008748 /COV] =N E=R5
COde Coverage [ M Step ][ B Over ][ + Mext ][ + Return ][ ¢ Up ][ b Go ][ Il Break ]u;ﬂ Mode ] Find: main.c
coverage addr/Tine |source
source code static void _init do_initcalls(void) A
|E§\/E§| ] imitcall_t *call;
ok 653 int count = preempt_count();
ok 655 for (call = __initcall_start; call = __initcall_end; call+
ktime_t t0, tl1, delta;
char *msg = NULL;
char msgbuf[40];
int result;
ok [ 661 it (initcall_debug) {
only exec 661 it (initcall_debug) {
never 662 printk("Calling initcall Ox%p", *call);
print_fn_descriptor_symbol(": %s()",
(unsigned long) *call);
never 665 printk("\n");
never 666 i t0 = ktime_get();
ok = 669 result = (Fcall)();
ok [ 671 it (initcall_debug) {
only exec 671 it (initcall_debug) {
never = 672 tl = ktime_get(); E
delta = ktime_sub(tl, t0); i
never = 675 printk("initcall 0x¥p", *call);
print_fn_descriptor_symbol(": %s()",
(unsigned long) *call);
never 678 printk(" returned %d.\n", result);

TRACE32: the most complete tool for embedded linux debugging
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The trace is an important choice

The choice of trace method depends mainly on the CPU being used
and its resources.

The results obtained depend on
the quality of the trace tool.

The Trace is...
=>» The tool that allows you to "see" what really happens
during the execution of your application.

The Trace should be considered as...
=» The instrument to reduce development time and the best
guarantee to quickly find and resolve bugs

LAUTERBACH A
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Agenda

Seminar and live demo
= Linux debugging: problems & solution
= Debugging all linux components
= Stop-mode & run-mode debugging
= Trace, performance, profiling
= TRACE32 PowerTools
Q&A

LAUTERBACH A
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Lauterbach PowerTools

Lauterbach is the world leader for debug and trace tools, with over 30 years of
experience. TRACE32 PowerTools are the most advanced hw/sw debugger
available today. It is a universal and modular hardware system that support debug-
port and trace-port of many different cpu and architectures.

TRACE32®

PowerDebug PowerTrace Powerlintegrator
(debug) (debug+trace) (debug+trace+logic analyzer)

LAUTERBACH A
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In Circuit Debuggers

A debugging system based on
modular PowerDebug units
connected to debug cables specific to
different architectures and debug
ports

PowerDebug USB-3
* Entry level system
* Link USB2/USB3

TRACE32: the most complete tool for embedded linux debugging

PowerDebug ETH
» Standard System

 Link USB + Eth 10/100 mbps
« Upgradable to PowerTrace

1/10/2014

Debug Cables
« Support for all CPUs

» Support for each debug-port

* Active probes at high speed

« Compatible with all PowerDebug units

PowerDebug Il

* New generation system
Link USB + Eth 10/100/1000 mbps

« Upgradable to PowerTrace Il

LAUTERBACH A

www.lauterbach.com



In Circult Trace .

A debug+trace system based on modular

: Trace Probes
PowerTrace units that connect debug cables

. : Autofocus
and trace probes specific for different « Parallel trace
architectures and different trace-port ETM/NEXUS, ...

« Serial Trace
HSTP Aurora, ...

PowerDebug Combiprobe

« Low-cost system PowerTrace PowerTrace |l

« 128MB trace storage « First generation system * New generation system

* 200 Mhz max trace clock «512MB trace storage «1/2/4 GB trace storage

* 1-4 bit trace port » Up to 350 Mhz trace clock » > GHz trace clock (HSTP)

 Trace Streaming

LAUTERBACH A
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Logic Analyzers

Any PowerDebug and PowerTrace can be greatly enhanced with the addition of a
Integrated logic/protocol analyzer: Powerlntegrator.

A Powerlntegrator can be used for:

Powerlintegrator
«512 K-Sample

* Max 204 channels
« Max 500Mhz

/O timing & trigger

*Protocol analyzer
CAN, FlexRay, LIN, SPI, USB,
12C, Jtag, Seriale, PCI, DigRF, ...

Probes
» Digital and analog
* For protocols

« Data logger « For memory bus

Powerlntegrator Il

* Max 256000 K-Sample
« Max 102 channels

* Max 500 Mhz

 Stimuli Generator

* Energy test

* Bus-trace
for cpu without trace port

LAUTERBACH A
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TRACE32 PowerView for linux/QT

TRACE32 PowerView is available for Windows, MacOS-X, and Linux and
Workstations. Is now available a new version of PowerView GUI for linux QT. Both
the new QT version and old Motif version are available on TRACE32 software
DVD.

Old Motif Gui

oﬁ Applications Places System &@ uj]> ] wed Sep 19

A TRACE32 PowerView for TriCore :
New QT GUI
eW Q File  Edit View Var Break Run CPU  Misc Trace Per Cov TriCore ‘indow Help Groups‘.l = COnfig.H‘ 1 Goto.. | $#1Find.. |_‘
<3 Applications Places System & > - ﬂ]u [ WedSep19, 5:57 PM = < Dla‘ute‘rhacﬁ (L')) ﬂ !lﬂfl addr,e%“m'lmm“a 7%@"@@%5
A TRACE32 PowerView for TriCore oEE (o)
File Edit View Var Break Run CPU Misc Trace Perf Cov TC27x Window Help t__init_spe
— : tarti_start | G N |
Mk e »uE 78 D HWom e E @R EEEN T W T !
_seta||
B::List.auto - R i i [T M JUP T e Thita||
Bl » Bt Q@Eﬂ' Bi:Registaryiemyist Q@E_] STeve_Tntmens taskc\maineff 111
Ml Step M Over J Next ¢ Retum ¢ Up p Go Il Break [¥|Mode Find: :] .\taskc.c METHOD FDE C a AS o0 [4] ieve_intmemitaskoiFuncZ o |
) Dc 2 o 70068FEB ¥Mode | Find: [ | |ieve_intmentaskesfuncdse 11
addr/line code label mnemonic comment @ Analyzer [¢] 70001 3E6 = | [pve-intmem:taskefun g Bur /sl
P: 70001422 0@ add dl,de,d1s A [E _ [c] 0 E| ———— leve_intmem\taskcifung 5 T TN T
594 while [ k == SIZE | PN B ] o nr, - o
P: 70001 426][0450 il6 0x7000143A PIPN ] 0 SIEIE ne - n #onl
{ 3 70080078 ARy - D2 HEEL13TFS A2
596 flags[ k | = FALSE; state used 0982 70001426 ol | JHLL wn Y - 48 Al
P: 70001428 movh.a  alS,#0x7000 - 001DO13E 700023F0 un [3A¥ - D4 1 A4
P:7600142C lea als, [al5]0x70 © Disable £00D013D e morementaton— [urt [PRS B D5 2 A5
{ @ OFF 00GDA160 70000000 P un(fl0 2 D6 37 A6
595 flags[ k | = FALSE; = v 70001000 [T lude _| Temporary autn s _ 07 B A7
P: 70001430 [FEO0FLOL addsc.a  al5,als,dl,#0x0 EI O Arm ] = I El_ AARK, _| DISable \-action———— G G DR ARARARAA A5
Trus s S IALTRES EIEIEY] trigger B::Trace.Chart.sYmb I DiSableHIT| | __sop = |
oups 52 Config (3 Goto =|Detailed g Nesting &4 Chart break =|Betup fif Groups == Config [} Goto #%Finc — ||| ¥ advanced|
funcs: 4 total: 735.100us -500.000us - 400, 000us intern% [1% 24,
. _— a ooy [ = mmands address i L L u Delete ‘ Cancel | = @, QEGY.
range ree ota min max avr coun intern th — "
{root) [5 (root] 735.180us B 735.100us | 735.106us B 0. 606 — RESet | (og:;-]rEE """ : o . EZE'ESEﬂE Ezg'gégﬂs 15%%% g?gg :
_START |= _sTaRT 735.180us - 735.100us | 735.106us 1.i6/1) | 0.027% |+ - init sl : EERREEN €54 AGE0s  £24. 4580 10E | 37 420 e——
init_sp L= _ init_sp 734.900us - 734.900us | 734.500us L1.i0/1) 0.136% |+ 2 © Init | T _start B T g EAus ElEEBUE ElBEEuS 1' E‘?EIE'/. .
_start L= _start 733, 900us - 733.900us | 733.900us 1.(e/1) | 29.152% @ Snapshot | ©_initfH] 4' 7000 4' 780U 4' 760U 1' g ' ?51'.«’. ¢
_c_init I:+ _c_init 25.200us | 25,.200us| 25.200us| 25.200us 1. 0.081% |+ - c_init_entryfH - SEEl CAALS SEEl CAALS 1' (81 E‘HlE'fl ¢
main =l main 494, 400us - 494, 400us | 494, 400us 1.08/1) 0.013% [+ Y List | iy = mainEH. o _ 369.4@@ 369.4@@ 1' (/D) 19‘594:; —
nain L= main 454.300us - 4394.300us | 494.300us 1.00/1) | 10.474% func2B| Mo e | e N i o ==
func2 = func2 20.880us | 20.800us | 20.800us| 20.800us 1. 2.20%; (E— AutoArm funci ] i 2'59“5 2'3@“5 2'3@“5 o 5 S
funcl - funcl 4.600us | 2.300us | 2.300us | 2.300us 2 0.625% [+ Autolnit funczaff : o LIS o ELLILE o SIS : o B8 |
func2a = funcza 14.800us | 14.800us | 14.800us| 14.800us 1 1,656 (m— Funclcf - 14.20Bus | 14.200us | 14.280us L. 1. 865, |m—
funclc L+ funclc 2.400us 2, 400us 2.400us 2.400us 1. 0.326% |+ = SelfArm funczbf . I'l' L 11
e = fumeae R = oS = B [:1 funcacl .M . | B:VarWa.. | i Btchat | [ B:tstatt.. |l Brfsl | A B
. R r T B pr— =7 £ (< TRl > <] ]
| ———— Gl | B | b)

'emulate || trigger || devices | trace || Data || var || Lst | PERF || System || Step || Go | Break || symbol || Frame || Register || other |[previous|

P:70001426 \triboard-tc275_sieve_intmemi\taskc\sieve+0x3C stopped at breakpoint MIX UP L A U TE R B A C H

|@| | =% [Update Manager] | @& Terminal || /A TRACE32 PowerView f... | A
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Agenda

Seminar and live demo
= Linux debugging: problems & solution
= Debugging all linux components
= Stop-mode & run-mode debugging

4

= Trace, performance, profiling
= TRACE32 PowerTools
= Q&A

®
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To learn more:

Flyers
v' Debug & Trace for ARM

v" Product Overview

- TRACE32"

v’ Linux Flyer Advanced Debugging and Tracing § o IP 2 | it
tools for ARM architectures and Linux kernels Y = &
> (D
- P v
«

Web

v" Linux Training (training manual)
www.lauterbach.com/pdf/training rtos linux.pdf

v" RTOS Debugger for Linux (manual)
www.lauterbach.com/doc/rtoslinux.pdf

v" TRACE32 Startup Script (repository)
www.lauterbach.com/scripts.html

v" Linux Debugging Reference Card

N
www.lauterbach.com/linux_cardl_web.pdf ) ] \A/
Linux Debugging Reference Card
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http://www.lauterbach.com/pdf/training_rtos_linux.pdf
http://www.lauterbach.com/doc/rtoslinux.pdf
http://www.lauterbach.com/scripts.html
http://www.lauterbach.com/linux_card1_web.pdf
http://www.lauterbach.com/linux_card1_web.pdf

Linux? Kernel?
Target? CPU?
Connector?

Debug? Trace?
PowerDebug?

JTAG?

YB3l Answers...

[END]
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Thank you for partecipating to the

seminar:

www.lauterbach.com

Maurizio Menegotto
maurizio.menegotto@lauterbach.it

Contact for Italy: International contact:
Lauterbach SRL Lauterbach GmbH

tel: 02-45490282 web: www.lauterbach.com
web: www.lauterbach.it email: info@lauterbach.com

email: info_it@Ilauterbach.it
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